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This Data Processing Agreement is intended for schools, academies, colleges, trusts and other 
educaƟon customers using Class DiagnosƟx. It sets out the data protecƟon terms that apply where 
Class DiagnosƟx Ltd processes personal data on behalf of a customer. 

1. ParƟes 

1.1 This Data Processing Agreement is between Class DiagnosƟx Ltd, a company incorporated in 
England and Wales with company number 14866606 and registered office at Class DiagnosƟx Ltd, 
124 City Road, London, EC1V 2NX (Class DiagnosƟx, we, us or Processor), and the school, academy, 
college, trust, local authority, business or other organisaƟon that uses the Class DiagnosƟx service 
(Customer or Controller). 

1.2 This Data Processing Agreement applies alongside the Class DiagnosƟx Terms and CondiƟons of 
Service, Privacy Policy, order form, invoice or other wriƩen agreement between the parƟes. 

1.3 If there is a conflict between this Data Processing Agreement and the Terms and CondiƟons of 
Service on personal data processing maƩers, this Data Processing Agreement takes priority. 

2. DefiniƟons 

2.1 Data ProtecƟon Laws means the UK GDPR, the Data ProtecƟon Act 2018, the Privacy and 
Electronic CommunicaƟons RegulaƟons 2003 and any other applicable UK data protecƟon or privacy 
laws as amended or replaced from Ɵme to Ɵme. 

2.2 Personal Data, Controller, Processor, Data Subject, Processing, Personal Data Breach and Sub-
processor have the meanings given to them in the UK GDPR. 

2.3 Customer Personal Data means personal data processed by Class DiagnosƟx on behalf of the 
Customer through or in connecƟon with the Service. 

2.4 Service means the Class DiagnosƟx website, applicaƟon, spreadsheet upload tools, validaƟon 
tools, quesƟon-level analysis tools, report generaƟon tools, PDF exports, account funcƟons, 
documentaƟon and support services. 

3. Roles of the parƟes 

3.1 For school-uploaded pupil assessment data, uploaded spreadsheets, generated reports and 
related school data processed to provide the Service, the Customer is the Controller and Class 
DiagnosƟx is the Processor. 

3.2 The Customer decides why Customer Personal Data is processed, which pupils or staff are 
included, what assessment data is uploaded, how reports are used and how long school-controlled 
data should be retained, subject to the Service seƫngs and this Agreement. 



3.3 Class DiagnosƟx processes Customer Personal Data only to provide, secure, support and maintain 
the Service, and otherwise on the Customer's documented instrucƟons. 

3.4 Class DiagnosƟx may act as Controller for its own business processing, such as account 
administraƟon, billing, service security, support records, legal compliance and business 
communicaƟons. That controller processing is covered by the Class DiagnosƟx Privacy Policy and is 
not governed by this Data Processing Agreement except where stated. 

4. Processing details 

The following table describes the processing covered by this Data Processing Agreement. 

Item Details 

Subject maƩer HosƟng, processing, validaƟng and analysing assessment data and generaƟng 
diagnosƟc reports through the Class DiagnosƟx Service. 

DuraƟon For the subscripƟon period and any addiƟonal period required for deleƟon, return, 
backup retenƟon, legal compliance, dispute handling or agreed transiƟon support. 

Nature of processing Receipt, storage, extracƟon, validaƟon, calculaƟon, analysis, report generaƟon, export, 
access control, support, troubleshooƟng, security monitoring, backup and deleƟon. 

Purpose To provide quesƟon-level analysis, diagnosƟc reports, teacher reports, student 
reports, subject leader reports, PDF exports and related educaƟon analysis 
funcƟonality to the Customer. 

Data subjects Pupils, students, teachers, school staff, account users, administrators and other 
individuals included in Customer Data. 

Personal data types Names, school email addresses, account details, class or group, year group, 
assessment marks, quesƟon-level scores, maximum marks, report outputs, uploaded 
spreadsheet content, usage records and support communicaƟons. 

Special category data The Service is not intended for safeguarding records, medical records, special category 
data, criminal offence data or highly sensiƟve pastoral notes unless expressly agreed in 
wriƟng. 

RetenƟon Customer Personal Data is normally retained while the subscripƟon is acƟve and for 
up to 6 months aŌer expiry or cancellaƟon unless the Customer requests earlier 
deleƟon or a different period is agreed. Backups are retained for up to 28 days before 
being overwriƩen or deleted. 

Sub-processors The current sub-processor list is available at 
hƩps://www.classdiagnosƟx.com/subprocessors or on wriƩen request. 

InternaƟonal transfers UK or UK-adequate processing is preferred. Where transfers outside the UK occur, 
appropriate safeguards will be used as required by Data ProtecƟon Laws. 



5. Customer instrucƟons 

5.1 Class DiagnosƟx will process Customer Personal Data only on the Customer's documented 
instrucƟons, including this Data Processing Agreement, the Terms and CondiƟons of Service, the 
order form, the Customer's use of Service funcƟonality, support requests and any wriƩen 
instrucƟons agreed between the parƟes. 

5.2 Class DiagnosƟx will inform the Customer if, in its opinion, an instrucƟon infringes Data 
ProtecƟon Laws, unless prohibited by law from doing so. 

5.3 Class DiagnosƟx may process Customer Personal Data where required by UK law. Where legally 
permiƩed, Class DiagnosƟx will inform the Customer before doing so. 

6. Customer responsibiliƟes 

6.1 The Customer is responsible for ensuring that it has a lawful basis for processing and uploading 
Customer Personal Data to the Service. 

6.2 The Customer is responsible for providing privacy informaƟon to pupils, parents, carers, staff and 
other data subjects where required by Data ProtecƟon Laws. 

6.3 The Customer is responsible for ensuring that uploaded data is necessary, proporƟonate, 
accurate, up to date and limited to what is needed for the Customer's educaƟonal purposes. 

6.4 The Customer is responsible for reviewing spreadsheet validaƟon messages, detected fields and 
report outputs before relying on or sharing them. 

6.5 The Customer is responsible for local access controls, downloaded reports, printed reports, email 
sharing, device security and internal use of reports. 

6.6 The Customer should consider whether a data protecƟon impact assessment is required before 
using the Service, parƟcularly where use involves children's data, large datasets, sensiƟve data or 
new processing acƟviƟes. 

7. ConfidenƟality and access 

7.1 Class DiagnosƟx will ensure that persons authorised to process Customer Personal Data are 
subject to appropriate confidenƟality obligaƟons. 

7.2 Access to Customer Personal Data will be limited to people who need access to provide, secure, 
support, maintain or troubleshoot the Service. 

7.3 Class DiagnosƟx will take reasonable steps to ensure that staff and contractors with access to 
Customer Personal Data understand their data protecƟon and confidenƟality responsibiliƟes. 

8. Security measures 

8.1 Class DiagnosƟx will implement appropriate technical and organisaƟonal measures designed to 
protect Customer Personal Data against unauthorised or unlawful processing and against accidental 
loss, destrucƟon or damage. 

8.2 These measures may include access controls, password protecƟon, encrypƟon in transit, secure 
hosƟng, backups, logging, least-privilege access, staff confidenƟality obligaƟons, vulnerability 



management and security monitoring, taking into account the nature, scope, context and risk of the 
processing. 

8.3 The Customer acknowledges that security also depends on the Customer's own controls, 
including user access management, device security, password pracƟces, downloaded files, printed 
reports and internal sharing. 

9. Sub-processors 

9.1 The Customer gives general wriƩen authorisaƟon for Class DiagnosƟx to appoint Sub-processors 
to support the Service. 

9.2 Class DiagnosƟx will maintain a list of material Sub-processors at 
hƩps://www.classdiagnosƟx.com/subprocessors or provide it on wriƩen request. 

9.3 Class DiagnosƟx will impose wriƩen data protecƟon obligaƟons on Sub-processors that are 
materially equivalent to the obligaƟons in this Data Processing Agreement. 

9.4 Class DiagnosƟx remains responsible to the Customer for the performance of Sub-processors' 
data protecƟon obligaƟons. 

9.5 Class DiagnosƟx will give reasonable noƟce of any intended material change to Sub-processors 
where required by Data ProtecƟon Laws, giving the Customer an opportunity to object on reasonable 
data protecƟon grounds. 

10. InternaƟonal transfers 

10.1 Class DiagnosƟx will not transfer Customer Personal Data outside the United Kingdom unless 
appropriate safeguards are in place as required by Data ProtecƟon Laws. 

10.2 Appropriate safeguards may include adequacy regulaƟons, the UK InternaƟonal Data Transfer 
Agreement, the UK Addendum to EU Standard Contractual Clauses, or another lawful transfer 
mechanism. 

10.3 Class DiagnosƟx will provide reasonable informaƟon about internaƟonal transfer safeguards on 
request. 

11. Data subject rights 

11.1 Taking into account the nature of the processing, Class DiagnosƟx will provide reasonable 
assistance to help the Customer respond to requests from data subjects exercising their rights under 
Data ProtecƟon Laws. 

11.2 If Class DiagnosƟx receives a request from a data subject relaƟng to Customer-controlled 
Customer Personal Data, Class DiagnosƟx will, where appropriate, refer the requester to the 
Customer or noƟfy the Customer, unless prohibited by law. 

11.3 Class DiagnosƟx will not respond directly to data subject requests concerning Customer-
controlled Customer Personal Data except on the Customer's documented instrucƟons or where 
required by law. 



12. Personal data breaches 

12.1 Class DiagnosƟx will noƟfy the Customer without undue delay aŌer becoming aware of a 
Personal Data Breach affecƟng Customer Personal Data. 

12.2 The noƟficaƟon will include informaƟon reasonably available to Class DiagnosƟx to help the 
Customer assess the breach and meet any noƟficaƟon obligaƟons. 

12.3 The Customer is responsible for deciding whether noƟficaƟon to the ICO, data subjects or any 
other party is required, unless the breach concerns processing for which Class DiagnosƟx is 
Controller. 

12.4 The parƟes will cooperate in good faith when invesƟgaƟng and responding to a Personal Data 
Breach. 

13. DPIAs and regulatory assistance 

13.1 Taking into account the nature of processing and the informaƟon available to Class DiagnosƟx, 
Class DiagnosƟx will provide reasonable assistance to the Customer with data protecƟon impact 
assessments and prior consultaƟon with the ICO where required by Data ProtecƟon Laws. 

13.2 Class DiagnosƟx may charge a reasonable fee for assistance that goes beyond standard supplier 
due diligence or rouƟne support, unless the assistance is required because of Class DiagnosƟx's 
breach of this Data Processing Agreement. 

14. DeleƟon and return 

14.1 On expiry or terminaƟon of the Service, or on wriƩen request, Class DiagnosƟx will delete or 
return Customer Personal Data in accordance with the Customer's reasonable instrucƟons, unless UK 
law requires conƟnued storage. 

14.2 Unless agreed otherwise, Customer Personal Data in the live system is normally retained while 
the subscripƟon is acƟve and for up to 6 months aŌer expiry or cancellaƟon. 

14.3 Backup copies are retained for up to 28 days and are then automaƟcally overwriƩen or deleted. 
If Customer Personal Data is deleted from the live system, it may remain in encrypted or access-
restricted backups for up to 28 days, but it will not be used for any purpose other than disaster 
recovery. 

14.4 If a backup is restored, Class DiagnosƟx will take reasonable steps to re-apply deleƟon or 
recƟficaƟon requests already acƟoned before restored data is returned to normal use. 

14.5 Class DiagnosƟx may retain limited records where necessary for legal, accounƟng, billing, 
security, dispute resoluƟon or compliance purposes. 

15. Audits and compliance informaƟon 

15.1 Class DiagnosƟx will make available informaƟon reasonably necessary to demonstrate 
compliance with this Data Processing Agreement. 

15.2 The Customer may request reasonable audit informaƟon no more than once per year unless a 
Personal Data Breach, regulatory request or serious compliance concern jusƟfies a further request. 



15.3 Audits must be carried out during normal business hours, on reasonable noƟce, and in a way 
that does not compromise the security, confidenƟality or availability of the Service or other 
customers' data. 

15.4 Class DiagnosƟx may saƟsfy audit requests by providing appropriate policies, cerƟficaƟons, 
supplier quesƟonnaires, security summaries, sub-processor informaƟon, wriƩen responses or other 
reasonable evidence. 

16. Liability and term 

16.1 This Data Processing Agreement remains in force for as long as Class DiagnosƟx processes 
Customer Personal Data on behalf of the Customer. 

16.2 The liability provisions in the Terms and CondiƟons of Service or other wriƩen agreement 
between the parƟes apply to this Data Processing Agreement, subject to any limits that cannot 
lawfully apply under Data ProtecƟon Laws. 

16.3 TerminaƟon or expiry of the main contract does not affect provisions of this Data Processing 
Agreement that need to conƟnue to govern deleƟon, return, confidenƟality, audit informaƟon, 
liability or retained records. 

 

 

End of document. 


